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BBeaoeHue

HacToawmm JOKYMEHT SBNSETCS pyKOBOACTBOM MO OpraHmM3aumu yganeHHoro Aoctyna
K OaHHbIM cepBepa «OUK [Aucnetdep HT» ¢ nomowbto nporpammbl HTTP-wn3 «OUK
OvcneTtuep HT».
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HTTP-wnto3 «OUK Oucnetyep HT» MHCTPYKLMA NO UCMNOJSIb30BaHUIO

1 MpuHumn paboThbl

Joctyn Kk paaHHbIM CepBepa «OWK [Oucnetdep HT» opraHusyeTcs cregyrowmm
obpasom:

— Ha koMnbloTepe ¢ onepaunoHHon cuctemon cemencts Windows NT mnum Linux x86-
64 ycTtaHaBnmBaeTCs W HacTpaumBaeTcs nporpamMma HTTP-wniwo3s «OUK Aucnetuep
HT» (panee wnt3). YCTAHOBUTb L3 MOXHO HENOCpeACTBEHHO Ha KOMMboTepe C
CepBepoM «OUK Aucnetyep HT» unm Ha yaaneHHOM, HaxoAsWeEMCH C CEpBEPOM B
OZHOM MoAcCeTH.

— [Mocne 3anycka w3 HaynHaeTt paboTty B ponn Beb-cepsepa.

— YaaneHHbI Nonb30BaTeb-K/IMEHT C NOMOLWbI Beb-6pay3epa BbINOMHAET 3anpoc
W3y M NoAy4YaeT OTBET, CoAEepXaLLlMIM 3HAYEHUS 3anpoLleHHOM nHgpopMaunu.

— B 6a30BOM BapuaHTe W3 NO3BOJSET HAaNPSAMYHO 3anpawmBaTbh 3HAYEHUS AAHHbIX,
apXmBbl U3MepeHui, cobbITMsa 1 T.N. JaHHbIn PyHKUMOHAN onncaH B pasaene 3.

— PacwupeHnem dyHKUMOHaANa MOryT BbICTynaTb cepBucbl Beb-Knunenta «OUK
Ouncnetyep HT». 2T0 no3BonseTr nosib3oBaTensM  yaaneHHO Habnwaatb
WHPOPMaUMID M YaCTMYHO YyNpaBnsaTb cepBepoM no ceTn WHTepHeT, ucnosnb3ys
TOSIbKO nporpamMmy-6paysep m nwobble AOCTYMHble KaHanbl CBSA3M, BK/KOYAs CETH
GPRS. YcTaHoBKa 1 6a3oBas HacCTpoMKa CepBMCOB OnmncaHa B pasaene 4.

1.1 JInueH3noHHbIe orpaHnyYeHns

O6paTtute BHMMaHue, B nuueHsmn MO «OUK Aucnetuep HT>» AOMKHO 6bITb
paspelwleHo ucnonb3oBaHme dyHKLUMM noaaepxxku Beb6-KnueHra.

B npotuBHOM cniyyae nporpamma HTTP-wWit03 3anpeweHa A9 UCMosib30BaHWs, KpoMe
O3HAKOMUTENIbHOIO pexuMa. B 03HaKOMUTENbHOM pexuMe @QyHKLUMOHAN nporpaMMbl He
OrpaHW4yeH, HO B /lorax cepeepa M Npu BblBOAE AAHHbIX OTO6pa)xkatoTcsa npeaynpexaeHus o
Heo6Xx0aMMOCTU pacCLUMpPEHNS NTNLLEH3UN.
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2 MNMporpamma HTTP-wnto3 «OUNK Aucnetdyep HT»

Mporpamma ana OC Windows cOCTOUT 13 cneayowmnXx KOMNOHEHTOB:
— OikHttpGate.exe - ucnonHsiembin ann NnporpaMmmel;

— cfsshare.dll - OCHOBHas 6ubnuoteka cepsepa «OUK Aucnetuep HT»;
— tmconn.dll - 6ubnnoTteka CBA3M C CEPBEPOM TeNleMEXaHUKU;

— libeay32.dll - conpoBoxagawuwasa 6ubnunoreka;

— ssleay32.dll - conpoBoxaawuwasa 6ubnuoTeka.

Mporpamma pgnsa OC Linux coctouT u3 wucnonHsemoro ¢anna
MpuMedaHna No UCNONb30BaHMIO WO3a A4 Linux npuBeaeHol B pasgene 5.

OikHttpGate.

MporpamMma MoxeT paboTaTb Kak BHelwHAs 3agada Cepsepa «OUK Aducnetuep HT»
(Tonbko B OC Windows) nnu aBTOHOMHO Ha to60oM yaaneHHOM KoMMbloTepe.

ABTOHOMHas nNporpaMMa 3anyCcKaeTcs U3 KOMaHAHOM CTPOKW UM C NOMOLLbIO SpSblKa.
MporpamMMa nMeeT KOHCOJIbHbIN MHTepdenc. CHMMOK 3KpaHa paboTtatowen nporpamMmbl B OC
Windows npuseneH Ha pucyHke 1.

Mocne 3anycka nporpamma B OHOBOM peXXmMe NOCTOSAHHO NPOCAYyLMBAET yKa3aHHbIN
B HacTporkax nopT. lNMpu 3anpoce No AaHHOMY MNOPTY W03 obpabaTbiBaeT TEKCT 3anpoca,
opraHmsyet ceaHc cBs3m c Cepsepom «OUK [MAucnetdyep HT», npuHumaeT Tpebyembie
AaHHble TenemMeTpumn, GopMMUpyeT OTBET U OTNpPABASET ero KJMEeHTY, 3aKpblBasi CoeaAnHeHue.

.

5| QikHttpGate.exe - Apneik

13:08:24_810 14.02 2017 ~~~C:x0ikHttpGate . exe~~>DEBUG
[#37841 MNpucoenuuuaca 127.0.0.1

13:08:24_843 14.02_.2017 >~~~C:x0ikHttpGate . exes~>DEBUG
[#3784]1 3anpoc TEKYWMX COGWTHH

13:08:24_886 14.02 2017 “~~~C:x0ikHttpGate . exes~sSDEBUG
[#3784]1 OreeT oTnpaBAeH

13:08:24_916 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#3784] OrcoepuHuaca 127.0.0.1

13:08:25.705 14.02 2017 ~~~C:x0ikHttpGate . exe~~>DEBUG
[#7532]1 MNpucoenuuuaca 127.0.0.1

13:08:25.733 14.02 2017 ~~~C:s0ikHttpGate . exes~>SDEBUG
[#7532] Janpoc TeKYywMX DAHHBX

13:08:25.772 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#7532]1 OreeT oTnpaBAeH

13:08:25_812 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#7532]1 OrcoepuHuaca 127.0.0.1

13:08:27.8%96 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#47922]1 MNpucoenunuaca 127.0.0.1

13:08:27.926 14.02 2017 ~~~C:x0ikHttpGate . exes~>SDEBUG
[#4792]1 3anpoc TEKYWMX BAHHBWX

13:08:27.969 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#47?2]1 OrBeT oTNpaBAeH

13:08:27.9992 14.02 2017 ~~~C:x0ikHttpGate . exes~>DEBUG
[#4792]1 OrcoepuHuaca 127.0.0.1

ThID=0x00000ECE

ThID=0x00000ECE
ThID=0x00000ECE
ThID=0x00000ECE
ThID=0x00001D6C
ThID=0x00001D6C
ThID=0x00001D6C
ThID=0x00001D6C
ThID=0x000012B8
ThID=0x000012B8
ThID=0x000012B8
ThID=0x000012B8

PucyHok 1 — HTTP-wt03 B KOHCO/IbHOM MHTepdernce Windows

ObpaTuTe BHMMaHME, €CN Ha KOMMbKTEpe YCTaHOBAeH 6paHamayap,

BEPOSATHO

notpebyerca p[o6aBuTb MNporpamMMy B WCK/KOYEHUS W pa3pelunTb KakK npocaylwmnBaHue
3aaHHOro nopTa, Tak K obpalleHne nonb3oBaTener nNo 3ToMy NopTty (AOMONHUTENBHO B
6paHAMayspe MOXHO 3ajaTb CMUCOK pa3pelleHHbIX aApecoB MNonb3oBaTenen U apyrue
HacTponku 6e3o0nacHoOCTH).
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HTTP-wnto3 «OUK Oucnetyep HT» MHCTPYKLMA NO UCMNOJSIb30BaHUIO

2.1 ApryMeHTbl KOMaHAHOM CTPOKM 3anycka

— /server=...

Nma komnbloTepa, Ha KOTopoM ycTaHosrieH Cepeep «OUK Aucnetuep HT».

Ecnn IP-wnio3 pacnosioXxeH Ha TOW >Xe MallnHe, 4YTO W cepBep, TO AOMycKaeTcs
yKasaHue 3HaudeHus «.» (Toyka). B npotmBHOM cnyvae TpebyeTcs ykasaTb CeTeBOM MNyTb
WM anuac cepsepa, B3sATbl U3 nporpammbl cfssetup.exe.

Mpw 3anycke Kak BHELWHASA 3a4a4a napaMeTp ykasbiBaTb He TpebyeTcs.

— /tms=...
NmMa cepBepa AMHAMUYECKNX AaHHbIX (N0 yMonyaHutio TMS).
Mpu 3anycke Kak BHELWHAS 3a4a4a NapaMeTp yKasbiBaTb He TpebyeTcs.

— /rbs=...
Nmsa cepBepa cTatuyeckux AaHHbIX (MO YMONYaHUIKO OTCYTCTBYET).
MNapameTp paHee TpeboBancs npu HeobXoAMMOCTWM BbIMOSIHEHUS 3anpocoB K 6Hase

AaHHbIX SQL, cdhopMMpoBaHHOM NOCPEACTBOM MpOrpaMMbl-peTpaHCciaTopa TeneMeTpumn
TagsToSql.

B AaHHbIN MOMEHT cepBep CTaTUYECKUX AaHHbIX HE NCIMOJIb3YETCA.

— /backupserver=...
NmMa koMnbloTepa, HA KOTOPOM YCTaHOBJIEH pe3epBHbIN cepBep «OUK Aucnetuep HT».

Ecnu pesepBHbI cepBep OTCYTCTBYET, WK LUMKO3 3aMNyCKaeTCs KakK BHELWIHASA 3ajada,
napameTp yKasblBaTb He TpebyeTcs.

— /backuptms=...

NmMa cepBepa AMHAMUYECKMX AaHHbIX pe3epBHOro cepeepa (no ymonydaHuiwo TMS).

Ecnu pesepBHbIt cepBep OTCYTCTBYET, UK LUJIO3 3aMyCKAaeTCsl Kak BHELIHAS 3a4aya,
napameTp yKasblBaTb He TpebyeTcs.

— /backuprbs=...

NmMa cepBepa cTaTUYeCKMX AaHHbIX pe3epBHOro cepeepa.
CM. napameTp /rbs=

— /httpport=...
HTTP-nopT Ansa paboTbl Wwnto3a.

YT06bI W03 MOr KOPPEKTHO BbICTYNaTb Be6-cepBepOM, MOPT Ha AAHHOW MallMHE He
AOJDKEH 6bITb 3aHAT APYrMM NPUSTOXKEHUEM.

— /webclient=...

A6CONIOTHBIM NYyTb K AuvpekTopunm c dannamm Beb-KnueHTa. YkasbiBaTb napameTp
cneanyeTt TONbKO Npu HEeOo6XOoAMMOCTU MCMoNb3oBaHusa dyHKumMoHana Beb-Knunenta «OUK
Ovcnetyep HT» (cM. pa3gen 4.1).

Mpun 3anycke KakK BHELWHAS 3ajaya TeKCT NyTU He [OJ/DKEH coAaep)XaTb CUMBOJIOB
npobena, kaBbluek U obpaTtHon kKocomn vepTbl (\).

MpMep KOPPEKTHOro 3a4aHuns:

/webclient=C:/InterfaceSSH/oikwebclient
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HTTP-wnto3 «OUK Oucnetyep HT» MHCTPYKLMA NO UCMNOJSIb30BaHUIO

— /httpsport=...

HTTPS-nopTt ang paboTbl wnto3a.

Mpn pabote no gaHHOMY nopTy 6yaeT obecneumBatbca paboTa Mo 3alMLEHHOMY
npoTtokony SSL.

O6paTtute BHMMaHue, 4Tobbl paboTa B NpoTokone SSL pyHKUMOHUpPOBaia KOPPEKTHO,
obsazaTtenbHo TpebyeTcs 3aaath NyTb K danny ceptnudukaTta (CM. apryMmeHT /sslcert Huxe).

Ecnn oaHoBpeMeHHO ykaszaH u HTTP-nopTt, To 6yayT AOCTYynHblI obpaweHns K oboum
noptam, HO npu obpaweHnn Kk HTTP-nopTty, 6yaeT BbINOJHEHO aBTOMaTU4yecKkoe
nepeHanpasneHne Ha 6onee 6e3onacHbIn HTTPS-nopT.

Mo yMonyaHuw aprymMeHT He 3azaH. [lpy HeobxoAMMOCTM MCMNONb30BaHUSA
pekoMeHAyeTCs YCTaHOBKa 3HayeHuns 443 — nopTa no ymonyanuto ana HTTPS.

Ncnonb3oBaHMe SSL  pekoMeHayeTca B Cflydae [MpUMEHEeHUss  aBTopu3aumu
nonb3oBaTtenen. CoobuweHns mexay 6paysepom m wno3om 6yayT 3awmndpoBaHbl, YTO He
NO3BOJIUT 3/I0YMbILIIEHHMKAM YKPACTb JIOFMH U Napofib NoJsib30BaTeNnen.

— /sslcert=

Ab6conoTHbIM NYyTb K danny, coaepxawemy SSL-ceptudukaTt. YKasbiBaTb napameTp
cneayet To/bKO npuv 3agaHuu nopta HTTPS.

YKa3saHHbIn dann JO/MKEH coAepXaTb KakK cepTuduKaT, Tak U MNpUBATHbLIA KoY.
Hanpumep, cogepxumoe darina MoXeT BbIrNaAeTb TaK:

P 0.9 9.0.9.0.9.9.0.9.9.0.9.0.9.9.0.9.9.0.9.9.9.9.0.9.9.0.9.9.9.9.9.9.9.0.9.0.9.9.90.9.9.0.9.9.9.9.0.9.9.9.9.9.9.9.0.9.9.9.9.9.9.4
P99 9.9.9:9.9.9.9.9.9.0.9.9.9.9.9.9.9.0.9.9.9.9.9.9.9.0.9.9.9.9.9.99.9.99.999.09.099.0900009909 00909904

XXXXXXKXKXKXXXXX XXX XXX XXX XXXXXX

P 9:9:9:9.9.9.0.0.9.9.9.9.9.:9.9.9.9.0.0.9.9.9.9.9.9.9.0.0.0.0.9.9.9.9.9.9.9.0.0.0.0.9.9.9.9.9.9.9.9.0.0.0.9.9.9.9.9.9.9.9.9.0.0.4
P 9:9:9:9.9.9.0.9.9.9.9.9.9.:9.9.9.9.0.0.9.9.9.9.9.9.9.0.0.0.0.9.9.9.9.9.9.9.9.0.0.0.9.9.9.9.9.9.9.9.0.0.0.9.9.9.9.9.9.9.9.9.0.0.4
P 9:9:9.9.9.9.0.0.0.9.9.9.9.9.9.9.0.0.0.9.9.9.9.9.9.9.9.0.0.0.9.9.9.9.0.9.9.9.0.9.0.9.9.9.9.9.9.9.9.0.0.9.0.9.9.9.9.9.9.9.9.0.0.9

P9 9:9.9:9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.4

[lonyckaeTcss MCNonb30BaHME KakK MOJTYYEHHbIX OT Creumann3npoBaHHbIX KOMMNaHWM
noanncaHHbix ceptudunkatoB (06bl4HHO MNaTHO), Tak M camMonoanucaHHbIX. B nocnegHem
cnyyae npu obpaweHun nonb3oBatensa K HTTP-wnwo3y B 6pay3epe 6yaeT NoOSABASATHLCS
npeaynpexaeHne O HeAOBEpPeHHOM coeauHeHuW. B 3ToM cnydyae MOXHO AobaBuTb aapec
W33 B UCKJIKOYEHUS, 3TO HUKaKMM 06pa3oM He orpaHnuunT GyHKUNOHa.

MHCTpyKumm no nony4veHuto danna-ceptudukara SSL cneayet Hanmtu B ceTu Internet.

Mpu 3anycke Kak BHeEWHSAS 3agava TeKCT MyTU He AOJ/DKEH coAepXaTb CMMBOJIOB
npobena, kaBbluek U obpaTtHon kKocomn vepTbl (\).

— /commandkey=...
Kntou-naponb Ans BbINOSIHEHUS KOMaHA, BO3AENCTBYHOLWMX Ha AaHHble cepBepa (CM.
pasgen 3.6).
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Maponb Ao0MKeEH NpeacTaBnaTb cobon YyeTbipexaHavyHoe ymcno ot 1000 ao 9999.
Ecnn naponb He ykKasaH MNM yKa3aH HEKOPPEKTHO, TO BbIMOJIHEHME KOMaHpa 6yaet
3anpeLyeHo.

— /auth=1

BknoveHne obs3aTenbHOM aBTOpM3auMm MNosib30oBaTeslen — Mpu BXOAE B CUCTEMY
notpebyeTcs ykasaTb OrMH 1 NapoJib.

ConocraBneHue [AaHHbIX BbINOJIHAETCS HenocpeacTBeHHO Ha cepsBepe <«OUK
Ouncnetyep HT», nNo3ToMy BBOA4 AaHHbIX aHanornyeH MNOJSHOUEHHOMY KAneHTy <«OUK
Ovcnetyep HT». Tpu pganbHenwen pabote 6yayT yuuTbiBaTbCA NpaBa AocTyna
nosib3oBaTenemn.

Mpu cucteme 6ezonacHoct Windows NT Tpebyerca yka3aTb AOMEHHbIE JIOTWUH U
naposb Nosb3oBaTesns.

ObpaTtuTe BHUMaHWe, 4YTO ANSA Nosb3oBaTensa 6yayT WMCNONb30BaHbl NpaBa AoCTyna,
3a/laHHble HEernocpeAcCTBEHHO BO BKJaAake «be3onacHOCTb» ANd cepBepa AMHaMUYeCcKux
AaHHbIX (TMS) - cM. pucyHok 2. [lpaBa, 3ajaHHble Ans nonb3oBaTenen cepsepa
cTaTnyeckmx AaHHblX (RBS) He ncnonb3yoTcs.

— /tu=1

PaspelueHune BbINO/IHEHNSA KOMaHA TeneyrnpasieHus.

AN KOppEeKTHOro BbIMNOSIHEHWA KOMaHA (B TOM uucne TY) TpebyeTcs 3agaTb K/IHOY-
naponb (/commandkey).

O6paTtunTe BHMMaHUe, B Criyyae paspeweHuns TY, B uenax obecneveHus 6e3onacHOCTH
obopynoBaHmsa u 340p0OBbS 06CIyXMBalOWEro nepcoHana, HacToAaTe/lbHO pekoMeHAyeTcs
ncnonb3oBaTb aBTopu3auunto nosb3oBatenen (/auth=1), a Takxe npoTtokon SSL ansa
wmndpoBaHmsa gaHHbIX (/httpsport u /sslcert).

— /demo=1

PeXXnM 03HaKoMsIeHns C NporpaMmMon.

Ncnonb3yeTca B cnydae, korga TpebyeTcsa 03HakOMUTbLCA C nporpaMmon n Beb-
knmeHToM «OUK Oucnetyep HT» ao npuobpeTeHnsa NMUEH3NOHHOIo pa3peLleHuns.
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E Hactpoiika BesonacHocTh gna Cepeep gMHamMUYeckns gaHHex TMS (.. E'@

FPazpewenua l Bna.u.eneu]

Tun | Mt | |
% FPaspewrre BUILTIM \&arAHMHUCT paT opkd

% Fazpewwre MT AUTHORI T cHeTera

T Paspewnre BUILTINMonesoeaTenm

?‘e« Pazpewure ALE=EID W hiface_operatars

b Paspewnme ALEXEID W user

Paspewmrre NofaeHTe Hpanre
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PucyHok 2 — HacTporka npas AocTyna Ans cepepepa AMHaMUYeCKnxX AaHHbIX TMS

Bce napameTpbl ABAAKTCA OMUMOHANbHLIMU. 3HAYEHUS MO YMOJIYaHMIO U AMana3oH
A0NYCTUMbIX 3HAYEeHUN npuBeaeHbl B Tabnuue 1.

Tabnuua 1 — ApryMeHTbl KOMaHAHOW CTPOKM LL/I03a

CsBoncTBO Mo ymonyaHuo Awvana3oH AonyCcTuMbIX
3HaYeHnn
/server= .
/tms= TMS
/rbs=
/httpport= 80 1 - 65535
/httpsport= 0 1 - 65535
/sslcert=
/commandkey= 0 1000 - 9999
/auth= 0 0-1
Jtu= 0 0-1
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/webclient=

/demo= 0 0-1

2.2 lNpuMepbl apryMeHTOB Mpu 3anycke rnpuioxXeHus
OikHttpGate.exe

Tak KakK apryMeHTbl He 6bi/1 3a4aHbl, BCe CBOMCTBA 6yAyT NPUHATLI MO YMOTYAHMIO.

OikHttpGate.exe /webclient=C:/oikwebclient

Bce cBoliCTBa MPUHSATbI MO YMONYaHWIO, AOMOJHUTENbHO 3adaH ¢yHKUMOHan Beb-
KnueHTa cepsepa.

OikHttpGate.exe /server=\\REMOTE /pipe=TMS /httpport=81

CoepnHeHune c cepsepoMm Ha MawwnmHe \\REMOTE, cepsep TMS, nporpamma 3aHuMaeT
nopt 81.

2.3 MpuMepbl apryMeHToB npu 3anycke BHELUHEN 3a4aun
/httpport =81

MNporpamma 6yaeTt 3anylweHa Ha 3aJaHHOM CepBepe KaK BHEWHASA 3ajaya, 3anMmeTt
nopt 81. OcTanbHble NapaMeTpbl MO YMOYAHUIO.

/httpsport=443 /sslcert=C:/key.pem /webclient=C:/oikwebclient /commandkey=2468
/demo=1

Mporpamma 6yaer 3anyuweHa B peXwuMe O3HaKOMEeHWs, Ha 3ajaHHOM cepBsepe,
3ammer nopTtoel 80 wu 443, ana HTTPS-coeaMHeHuin 3agaH dann C  cepTUdUKaTOM.
JononHutenbHO 3agdaH dyHKumoHan Beb-KnueHTta cepBepa, BbINOSHEHWE KOMaHA4 C
naponem 2468 ” O03HaKOMUTENbHbIN pexunMm paboTbl. OcTanbHble napaMeTpbl — MO
YMOJTYaHMUIO.
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3 3anpochbl AaHHbIX U COBbITUIA

BbinonHEHME 3anpocoB [AaHHbIX M COObITUA SABMASETCA OCHOBHbIM (YHKLMOHANOM
HTTP-wnto3a «OUK Ancnetuep HT».

Hanee B pasgene noapobHO onuCbIBAaeTCs CUMHTaKcMc M obuwas paboTta C AaHHbIM
dyHKUMOHANOM. M3yyeHme nosiesHO B Cnyyae, ecan w3 6yaeT MCrnonb30BaTbCA Kak
CaMOCTOSITENIbHOE MPWUJIOXEHME AN 3anpoca AaHHbIX. Hanpumep, agonyckaeTcs 3anpoc
OaHHbIX HanNpsAMyK 4epe3 aapecHyt CTpoky Beb-b6paysepa wnm pa3paboTky CO6CTBEHHbIX
npunoxeHunn ans paboTtbl C AaHHbIMK cepBepa.

Ecnn wno3 nnaHMpyeTcs K UCNOAb30BaHUIO TOIbKO B KayecTBe cocTasnswowen Beb-
Knuenta «OUK [Aucnetyep HT», BCce 3anpocCbl AaHHbIX W CO6bITUN OyAyT BbIMNONHATHCA
cpeacTBaMM [aHHbIX CepBUCOB. TakumMm o06pa3oM, W3yyeHue CTPYKTYypbl 3arnpocoB He
TpebyeTcs, peKoMeHAYeTCs NepenTn K n3yyeHuto pasgena 4.

[Ansa BbINONHEHUSA 3anpoca cnegyeT o6paTUTLCA NO agpecy LW3a, YKa3as B KayecTse
GET vnn POST atpmbyTa napaMeTp «query» C TeKCTOM 3anpoca.

Hanpumep, ecnn HTTP-wno3 pacnonoxeH no agpecy 10.0.1.18 n 3aHnmaeT nopt 80,
TO cnepyeTt obpaTuUTbCA K AaHHbIM criegyowmm obpa3om:

http://10.0.1.18:80/?query=<rekcT 3amnpoca>
O6paTtuTte BHMMaHWe, B cny4dae 3agaHuns HTTPS-nopTta n ¢anna ¢ SSL-ceptndunkaTom,
TpebyeTcsa obpaweHme HanpsMyto no npotokony HTTPS, HanpuMep:

https://10.0.1.18:443/?query=<rexcT 3ampoca>

CaM TeKCT 3anpoca, a Takxe oTBeT wWJ3a nogunHsTca dopmaty JSON.
B obwem Buae 3anpoc BbIrMS4auT criegyowmm obpasom:

"id": "<ugeHTHMdmrxarTop>'", "query": "<rtun zampoca>"}

rae MAeHTUMdUKATOp — ONUMOHANbHbIN WMAEHTUMUKATOP KAMEHTA, BbIMOHAOLIENO
3anpoc. MNpn oTBETE LWJI03 BEPHET 3TOT Xe naeHTudmKaTop.

Toraa oKoHYaTenbHbIM BUA 3anpoca K W3y MOXET BbIMNNMA4ETb TakK:

http://10.0.1.18:80/?query={"id":"test-client","query":"test"}

B 3aBMCMMOCTM OT TUMNa TEKCT 3arnpoca MOXET coAepXaTb AOMOSIHUTENbHbIE CBOMCTBA.
OnucaHne TMNOB 3anNpoCoB NpUBEAEHO Aaflee B JOKYMEHTe.

MoapobHee o dopmate JSON MOXHO MpouynTaTb Ha Creunann3upoBaHHbIX cCanTax B
cetTn MIHTepHeT, Hanpumep, http://www.json.org/json-ru.html.

Boibop d¢opmata o6ocHOBaH ero 3(pEdEeKTUBHOCTbID U PACNPOCTPAHEHHOCTbLIO:
60NMbLLUNMHCTBO COBPEMEHHbIX $I3bIKOB WMEKT BCTPOEHHbIE WM CTOPOHHME CpeacTBa AN
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cepuanusaunmm n gecepuanmsaumm  AaHHbIX, 4TO obneryaet BO3MOXHYK pa3paboTky
npunoXeHnn ans paboTbl C AAHHBbIMU LWIKO3A.

3.1 MNpoBepka paboTocnocobHOCTM WNO3a

3anpoc Ans NpoBepkn paboTocnocobHOCTH W03a:

{"query": "test"}

34ecb U fanee B AOKYMEHTe ANsl yaobcTBa NMOHUMaHMS B NMpUMepax He yKasblBaeTcs
naeHTuduUKaTop KnneHTa. B cnyyae ykasaHus 3anpoc Mor BbIFISAeTb Tak:

{"id": "test-client", '"query'": "test'}

OTBeT wWnko3a, ecnm BCE B nopsaake, byaer coctosaTb M3 Kawo4da ycnewHoctn "ok", a
TaKXe AaTbl U BPEMEHU cepBepa B ktode "serverTime". OTBET MOXET BbIrNSAAETh TakK:

{"ok":"1","serverTime":"04.02.2013 13:33:30"}

B cnydyae BO3HMKHOBEHUS OWKMOKM OTBEeT byaeT COCTOATb M3 KA4Ya ownbkn wn
KpaTKoro coobueHns o Tune BO3HUKLLEN Npobnemsl:

{"error":"..."}

B cnyyae nonHoro OTCYTCTBUA OTBETa BEpOSATHEE BCero coeauHeHue He 6blno
ycTaHoBfneHo. CneayeT NpoBepUTb HAaCTPOMKKM (KaK Ha LWIKO3e, Tak U Ha KIINEeHTe):

— [onxHbl 6bITb YKa3aHbl KOPPEKTHbIE aZpeca U coBnaaroLime nopTbl;

— CeaHc obueHnsa mMoxeT 6bITb 3abnoknpoBaH 6paHaAMayspoM C /t060M U3 CTOPOH.
Cnepyet oTCneguTb Hanuuue BCNbiBaOWMx coobuweHnn OGpaHamayapa wam
NnpoBepuUTb CUCTEMHble noru. [ns wucnpasneHuss [aHHOW npobnembl cnepyet
nob6aBuTb NporpaMmbl U/MNn 3aaHHbIN agpec 1 NOPT B UCKITOYEHMUS.

3.2 Tekywune gaHHbIe

3anpoc MMeET creayoLy CTPYKTypY:
{

"query": "instant",

"ts": ["ID:","IDz","..","IDn"],

"ti": ["ID:","IDz","..","ID:"],

m£ii": ["IDi","ID2","..","IDx"]

}

roe:
"ts" — kY ANsa yKasaHus CnmMcka 3anpalimBaeMbiX CUrHanoBs;
"ti" - kY ANg yKasaHusa cnucka 3anpawmBaeMblX U3MEPEHU;
"tii" — kY ANg ykasaHusa Cnucka 3anpawuvBaeMblX MHTErpasbHbIX U3MEpPEHU;
IDn - aapec napameTpa, B dopmaTte KaHan:KIM:06bvekT, HanpuMmep, 13:127:1.
Kaxxablh agpec B 3anpoce A0/KEH 6biTb 3aK/0OYEH B KaBbIYKMW.
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B nocneaHeM npuMmepe, a TakKXe HEKOTOpbIX MNOCeaylwmx, TeKCTbl 3arnpocoB WU
oTBeTOB ANns yaobctBa npocMoTpa ¢GoOpMaTUPYOTCA CUMBOSIaMU MepeHoca CTPoku. [Mpwu
peanbHOM UCMOJ/Ib30BaHUN WIIt03a TakK 0OPMASATb 3arpoC HE HYXHO.

C noMowbi OAHOM KOMaHAbl AONyCKaeTcs 3anpawmBaTb OAHOTUMHbIE AaHHble
(HanpuMep, curHanbl) Uan BCe Tunbl cpasy. [pu 3TOM agpecaums AaHHbIX He3aBMcMMa ANns
Kaxaoro Tvna.

Hanpumep, Aans 3anpoca psaa wu3MepeHun ¢ 6nokoMm agpecos 0:1:1 - 0:1:6
NCNONb3yeTcs cneaywmnin 3anpoc:

{
"query": "instant",
"ti": ["0:1:1", "O:1:2", "0:1:3", "0:1:4", "0:1:5", "0:1:6"]
}
Onsa 3anpoca ABYX CWrHanoB, 4eTblpex W3MEpeHMn U OAHOr0 MWHTEerpasbHOro
M3MEePEHNSA MOXET 6bITb MCNONb30BaHa cneaywuwaa KoMmaHaa:

{

"query": "instant",
"ts": ["0:100:1", "0:100:5"],
"Eit: ["0:2:6", "0:2:7", "0:2:8", "0:2:9"],
mEii": ["0:1:1"]
}
O6bpaTtnTe BHMMaHME, OAHOM pa3pewaeTcs 3anpocutb He 6onee 5000 napameTpos
KaXxaoro Tuna. B npoTMBHOM cnydae oTBeT wJ/3a byaer coctoaTb M3 coobueHusa o6
owunbke.

Teno oTeeTa wn3a GOpMUPYETCA M3 CNMCKa 3HAYEHWUI 3anpoLLeHHbIX NapaMeTpoB C
dnaramu.

Ana kaxporo tTuna AaHHbIX GOpMUPYeETCst OTAENbHbIA CNUCOK. MNopsaok cnenoBaHus
nepeMeHHbIX BHYTPU CMMCKa COBMajaeT C NOpsSiAKOM B 3anpoce:

(""" Baay M, o),
{"V": "3Haq2 ", "f": "@ﬂ2 "} ,
e ey
{"V": HSHan", "f": "@ﬂl\]"}

I

Ans VHTerpanbHbIX U3MEPEHUN AOMOMHUTENbHO YKa3blBAeTCs Harpyska C MOMOLLbLO

kntoda "I", Kak NoKasaHo HUXe:

: ,'SHaql ", "l ".. "Hal—,pl ", "f": "@ﬂl "} ,
": "3Hag2", "l ": "Hal—,p2 ", "f": "@ﬂ2 "} ,

n n

{"v

["V
e/

{"V": HSHan", "l ": "Hal_'pl\]"/ "f": "@ﬂl\]"}

1

ObpaTute BHMMaHMe, B OTBETE LWJI03a BCE 3HAYEHMUS 3aK/YEeHbl B KaBblYKWU
(9BNAOTCA CTPOKaMK, a He yncnamu), a pasgenutenem uenom n opobHom yacrten asnseTcs
CUMBOJT TOYKM.
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dnaru 3a4al0TCs CTPOKOW M3 Habopa CMMBOMIOB. TUMNbl CUMBOSIOB N MX pacln@poBKK
npeacrtaBneHsl B Tabnuue 2.

Tabnuua 2 - onarv napameTpos

onar Pacwundposka
HenocToBepHOCTb annapaTHas

m

R 3abnoknpoBaHO ornepaTopom

M YCTaHOB/IEHO BPY4HYIO

Z 3ameHa/pe3eps

N OTnnume ot HopMbI (A1 CUTHANoB)
u HekBUTMpOBaAHHOCTbL (418 CUrHanNoB)
B O6pbiB — 00 (ansa curHanos)

F HeuncnpasHocTb — 11 (Ans cMrHanos)
I MpomexyTo4yHoe cocTosiHue (A58 CUrHanoB)
1 Mpu3Hak 1

2 Mpu3Hak 2

3 MpusHak 3

4 Mpu3Hak 4

B cnydae otcyTtctBMM dnaroB y napameTtpa, knwod 'f' gna gaHHoro napaMeTpa B
OoTBEeTe He yrNoMMHaeTCcs.

Ecnn ykasaHHbIA NapaMeTp He OnuMcaH Ha cepBepe, TO ANS Hero W3 BO3BpallaeT
3Ha4yeHune «???» 6e3 dnaros.

MpuMepbl 3anNpocoB TEeKYLWMX AaHHbIX N BO3MOXHbIX OTBETOB LLWIKO3a:

— 3anpoc WeCT U3MepEHNn, NocneaHee U3 KOTopbIX HE OMNCAHO Ha cepBepe:

{"query": "instant", "ti": ["0:1:1", "0:1:2", "0:1:3", "0:1:4", "0:1:5", "0:1:6"]}

{”ti":[{"v":"l23.34"]],[{"v":"10002"}],[{"v":"1234.56789","f":"E"}],[{"v":"l385.l"}],
[{"v":"31415.926"}], [{"v":"222"}]}

— 3anpoc ABYX CMUFHanoB, YeTblpeX W3MEepPeHUn U OAHOr0 WHTErpasabHOro
N3MepeHuns:

{
"query": "instant",
"ts": ["0:100:1", "0:100:5"],
"ti": ["0:2:6", "0:2:7", "0:2:8", "0:2:9"],
"tii": ["0:1:1"]
}

{
"tS": [{"V": "0"}, {"V": "l ", "f": "N"}],
"ti ": [{"V": "100500", "f": "R"}, {"V": "2’71828‘4590"}, {"V": "12'34"}, {"v": "56' 78"}],
"tiiM: [{"v":"144187.00","1":"600.00"}]
}
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3.3 PeTpocneKkTnBa M3MepeHunn

Mpn 3anpoce peTpoCneKTUBbl YKa3blBAOTCA Creaylolme rnapaMeTpbl: BpeMd Hadana
BH60pKM, BpeMA KOHLUa, wWar BH60pKM M CANMCOK W3MepeHunn. Yncno oaHOBpPEeMEHHO
3anpawmnBaeMblX U3MEepPEeHNN He AOJIXKHO npeBblwaTb 5.

3anpoc UMeeT CreayLLy CTPYKTYpY:
{

"query": "retro"”,
"start": "<BpemsHauamna>",
"end": "<BpewmsKorxua>",

"step": <llarBelbopki>,
"ti "'. ["IDl ", "ID2 ", "' .. ", "ID5 "]
}

dopMaT MEeTKM BPEMEHM AN Havana U KoHUa BbIBOpKU:

0 .MM.IT'T'T'T 94 ;MM

MpUCyTCTBYET BO3MOXHOCTb 3a4aBaTb OTHOCUTENIbHOE 3HAYEHNE eANHULbI BPEMEHMU, C
noMoliblo cumBosia T, KOTOpbIA paBHO3HAYEH 3HAYEHWK TeKyllero MoMeHTa. [pumep
KOPPEKTHbIX METOK BPEMEHMU NpuBeAeH B Tabnuvue 3.

Tabnunua 3 - NnpMMepbl KOPPEKTHbLIX METOK BPEMEHU PETPOCNEKTUBDI

MeTka OnucaHwne
22.04.2012 9:08 Mpsimoe ykaszaHne BpeMeHU
TT.TT:T TeKyLWnUin MOMEHT BPEMEHMN
T.T.T 0:0 Hauano Tekywmx cyTokK
T-1.T.T 0:0 Hauano npeabiayLwmx cyTok
T.T.TT:0 Ha4yano Tekywiero yaca
1.T.T 0:0 Hauano Tekyuwiero mecsua
TT.TT-1:T MUHYC OAMH Yac OTHOCUTENbHO TeKYyLero MoOMeHTa
T-7.T.TT:.T MUHYC Hegens OTHOCUTENIbHO TeKYyLero MoMeHTa

Lar BbibOpKkM M3MepseTcs B CeKyHAax M 3ajaeTcsa OAHMM 4ducnom. Hanpumep, ans
3aAaHus wara B 30 MUHYT cneayeT ykasaTb 3HadeHne 1800 (30 [0 60).
MakcmManbHOe AonyCcTUMoe 3HayeHue wara — 2678400 (31 cyTku).

3aaaHue cnucka U3MEpPEHUN He OTIMYAEeTCs OT CNMCKA MNP 3anpoce TEKYLMX AAHHbIX
(cMm. pasgen 3.2).

Ob6paTtuTe BHMMaHMe, B peTpoCcneKkTnee BbiIGOPKM OQHOM0 U3MEpPEHUS AO0IKHO ObiTb He
6onee 5000 3Ha4YeHU, a YNCNO U3MEPEHUA B OLHOM 3anpoce He AO/HKHO npeBbiwaTtb 5. B

NPOTUBHOM CNy4yae OTBET wWJto3a 6yaeTt coctoaTb n3 coobuweHnsa o6 owmnbke.

OTBeT LWJ/K03a aHanorMyeH oTBeTY Mpu 3anpoce TeKyLlWUX AaHHbIX: B Katode "ti" naet
nepeymcneHne crnucka 3HayeHun C dnaramm nNo NopsaKy OT HayanbHOro BpeMeHu A0
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KOHEYHOro C 3aJaHHbIM LUAroM, 3HA4YeHWEe BPEMEHM 3/IEMEHTOB BbIGOPKM MpU 3TOM HE
nepepaercs.

MprMepbl 3aNpoCoOB PeTPOCNeKTUBbl U3MEPEHNI N BO3MOXHbIX OTBETOB LUO3A:

— 3anpoc peTpocneKTuBbl N3MepeHus ¢ aapecoM 0:1:1 ¢ Hayana CyToK [0 TEKYLLEro
MOMEHTA C LWarom BbI6OpKU 15 MUHYT:

{

"query": "retro",
"start": "T.T.T 0:0",
"end": "rT.T7.T T:T",
"step": 900,

"ti":["O:l:l"]
}

{"ti":[
[{"v":"123.34"}], [{"v":"1234.56789","f":"E"}],...,[{"v":"31415.926"}]
1}

— 3anpoc peTpocnekTmBbl MaMepeHun B 6noke agpecos 0:5:1 - 0:5:3, apxuB B
KOHKPETHbIN NMPOMEXYTOK BPEMEHM C LWIAroM BblI6OPKN B 5 MUHYT:

{

"query": "retro",
"start": "13.07.2010 00:00",
"end": "13.07.2010 10:10",
"step": 300,
"ei":["0:5:1","0:5:2","0:5:3"]}

{"ti":[

[{"V": "223.340"}, {"V":223.340", "f": "E"}, {"v": "221.110"}],
[{"V": "212. ’7"}, {"V":2l2. ’7", "f": "E"}, {"v": "212.8"}],
[{"V": "220-1"}, ["V":220.1", "f": "E"}, {"V": "219-8"}]

1}

3.4 CobbiTnga

LLno3 obecneunBaeT nogaepXxKy ABYX BUAOB 3anpoca cobbITui:
— apxuB cobbITMI C yKasaHMeM BpeMeHU Ha4vana n KoHua BblI6bopKU;
— nocnegHue cobbITnsa € yKkasaHueMm Kosnyectsa cobbiTui.
Mpn nobom mn3 3anpocoB oTBeT byaeT coaepxkaTb CMUCOK COBbITU BHYTPU Kito4a
"events". Kaxaoe n3 cobbITUin XxapakTepusyeTcsa cneayowmmMm JaHHbIMUA:
— YPOBEHb BaXXHOCTU CObbITUA:
— 0 - onepaTUBHOIO COCTOSAHUSA;
— 1 - npeaynpeauTenbHble 2;
— 2 - npepynpeauTesnbHble 1;
— 3 - aBapuliHble;
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— BpeMs;
— ajpec CBA3aHHOro NapaMeTpa;
— WMS CBSAA3aHHOro NapameTpa;
— T™™n;
— HOBOE COCTOSIHME.
OnuncaHue Kaxzaoro cobbITus nogunHaeTcs cneayowemy dbopMaTy:

{

"imp" :<BaxHOCTBL>,
"dat":"<Bpems>"
"adr":"<ApgpecllapameTpa>",
"n":"<UmallapameTpa>",
"t n. "<TMH> n

. ’
"st":"<CocTosgHme>"

}
Hanpumep:
{
"imp":l,
"dat":"19.04.2012 09:47:48.849",
"adr":"#T7C22:13:1",
"n":"Jemo AT-1 6 kB B-6",

"t": "Brixjgoyareys'",
"st":"Bryoued PYUH."

}

Ob6paTtute BHMMaHWe, 3anpoc cobbiTU AocTyneH ansa cepsepa «OUK Aucnetyep HT»
C [aToM KOMMOHOBKM He paHee ¢deBpansd 2012 roga. Ecnu wno3 NoAKIOYEH K cepBepy
6onee crapor Bepcun, To oTBeT ByaeT coCcTosATb M3 coobuieHmns 06 OTCYTCTBUM NOAAEPXKKMU
CobbITURA.

3.4.1 Apxus cobbiTnmn

MNMpw 3anpoce apxuBa cobbITUIN YKa3bIBAOTCH Cleaylowme napaMeTpsbl:
— BpeMs Havana BblbopKu;
— BpEMS KOHLA BbI6OPKK;
— (PuNbTp CO6LITUIN NO BAXHOCTU CO6bLITUI (ONUMOHANBHO);
— (unbTp cobbITMIN NO TUNY CObbITUI (ONUMOHANBLHO);
— GunbTp no aapecy curHana (onuumoHanbHO). Hanpumep, Aana npocMmoTpa
peTpOCneKTUBbI MepEKNOYEHN annapara.

TeKCT 3anpoca UMEET CNeayoLyo CTPYKTypy:
{

"query": "events-archive",
"start": "<BpemsHauama>",
"end": "<BpemsKonra>",
"imp": <MackaBaxHOCTuCOOBITMIT>,

"type": <MackaTwnunaCoObTmnir>
"addr": "<ApgpecCurzHamna>"

}
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MeTKM BpeMEeHM Hayana M KOoHLA BbIOOPKWM MOSIHOCTbKD aHaNorMyHbl METKaMm 3anpoca
apxuBa nsmepeHui (cMm. pagen 3.3).

Mackm BaXHOCTM M Tuna - 6uUTOBble Macku A8 3agaHus GunbTpa cobbITUNA.
OnuncaHue dnaros Macok npmeeaeHo B Tabnunuax 4 n 5.

Tabnuua 4 - dnarM Macku BaKHOCTU CO6bITUI

onar OnucaHwne
YpoBeHb 0 (onepaTMBHOIO COCTOSIHUS)
YpoBeHb 1 (NpeaynpeanTesnbHble 2)
YpoBeHb 2 (NpeaynpeanTenbHbie 1)
YpoBeHb 3 (aBapuiHble)

O O~ IN|H

Bce ypoBHW BaxHOCTU

Tabnuuya 5 - dnarv Mackm TUNoB CobbITUI

onar OnucaHwne
N3MeHeHne curHanos

BbIxoabl U3MEPEHUI 3a yCTaBKu
KomaHAabl ynpasneHus
KButnposaHue onepaTtopom

16 | PyyHasa ycTaHOBKa CMrHasnoB

32 | Py4yHas ycTaHOBKa M3MepeHui

PR |IN|—

0 | Bce Tunbli

Onsa 3apgaHusa dunbTpa cneayet BblbpaTb TpebyeMble daru U CIoXUTb UX, pe3ynbTaTt
CNnoxeHuns n 6yaet Mackon.
Hanpumep,
— MackKa TUMOoB PY4YHOW YCTAaHOBKM CUITHaNoB U namepeHun — 48 (16 + 32);
— MacKa BaXXHOCTU BCeX CObbITMI KpoMe onepaTUBHOIO COCTOSAHUA — 14 (2 + 4 + 8).

B cnydyae, Koraga mcnosib3oBaHume d)manpa HE Tpe6YETC$I, B KayectBe MaCKMU MOXHO
3ajaTb 3HayeHune 0 nnu MPOCTO HE YKa3bliBaTb KJ/1OY cbvmpra B 3anpoce.

NpuMmep 3anpoca apxmBa M3MEHEHUSA CcurHanoB (Macka 1) C ypOBHEM BaXHOCTU
«npeaynpeauTenbHble 2» N «aBapunHblie» (Macka 4 + 8) 3a PUKCMPOBaAHHbIN NMPOMEXYTOK
BPEMEHMN:

{

"query": "events-archive”,
"start": "02.04.2012 17:00",
"end": "02.04.2012 18:00",
"imp": 12,
"type": 1

}
BO3MOXHbI OTBET LWO3a:

{"events": [
{"imp":3,"dat":"02.04.2012 17:06:21.888","adr":"#1C20:1:1","n":" Jlemo BJI 220 kB Eop B-
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220", "t": "Beixksgwuaress ", "st" : "Orxaouen PYYH."},
{"imp":3,"dat":"02.04.2012 17:16:23.211","adr":"#1C20:1:1","n":" Jemo BJI 220 xB Eop B-
220", "t": "BrkygouaTesars ", "st": "Briwoued PYUH.'"}
{"imp":3,"dat":"02.04.2012 17:26:22.137","adr":"#1C20:1:1","n":" Jemo BJI 220 kB Eop B-
220", "t": "Beiksgwyaress ", "st" : "Orxaouen PYUYH."}

1}
MpuMep 3anpoca apxmBa BCeX COObITMI 3a NocCneaHne CYTKuU:
{

"query": "events-archive",
"start": "T-1.T.T T:T",
"end": "T.T.T T:T "

}

B0O3MOXHbIM OTBET LWAH3a:

{"events": [
{"imp":3,"dat":"19.04.2012 10:22:51.316","adr":"#1C20:1:1","n":"Memo BJI 220 kB Bop B-

220" ,"t":" Brxmouarenas","st":"Orxmouen"},
{"imp":3,"dat":"19.04.2012 10:23:08.635","adr": "#TC20:1:1","n": "Ilemo BJ 220 xB Bop B-
220","t":" Brrmouarens'","st":"Bruouen"},

{"imp":2,"dat":"19.04.2012 10:41:14.835","adr":"#1C20:1:5","n":"emo BJI 220 kB Bop 3H IlIP-
', "st":" Bkmouen "},
{"imp":3,"dat":"19.04.2012 10:41:29.171","adr":"#1C20:1:1","n":"emo BJI 220 kB Bop B-
220" ,"t":" Brripuarenn'","st":"Orxkmouen"},
{"imp":2,"dat":"19.04.2012 10:41:31.131","adr": "#TC20:1:5","n": "Ilemo BJ 220 xB Bop 3H IIP-
220", "t": "pazveguaurens" , "st" : "Orxaouen"},
{"imp":0,"dat":"19.04.2012 10:47:55.020","adr":"#TC0:0:0","n":"06mee rBuTHMPOBaHMe TC
", """ "Keuruposaamue ", "st": """}

1}

220", "t": "pPazswvenquuuresr'

3.4.2 NocneagHne cobbiTnsa

3anpoc nocnegHnx no BpeMeHun cobbiTui BbIrNSANT cneayrowmm ob6pasom:

{"query": "events-latest", "quantity'": <kommuecTBO>}

B cnucke oTBeTa wto3a 6yaeT 3aAaHHOE KOJIMYECTBO MOCeAHMX COoBbITUIA cepBepa.
O6paTnTe BHMMaHWE, UYTO KOJIMYECTBO 3anpaluMBaeMbiX CO6bITUI HE MOXET MpeBbIWaTb
2000.

Mpumep 3anpoca 5 nocneaHmnx cobbITUIA:
{"query": "events-latest", "quantity": 5}
BO3MOXHbIN OTBET W03a:

{"events": [
{"imp":1,"dat":"19.04.2012 09:47:48.849","adr":"#TC22:13:1","n": "lemo AT-1 6 kB B-

6","t": "Buruouarens ", "st" : "Bxawuen PYYH.'"},
{"imp":3,"dat":"19.04.2012 10:22:51.316","adr":"#1C20:1:1","n":"emo BJI 220 kB Bop B-
220", "t": "Bexsoyareas ", "st " : "Orxouen"},
{"imp":1,"dat":"19.04.2012 10:23:02.467","adr":"#1C20:1:3","n":"Jemo BJI 220 kB Bop JIP-
220","t": "pasveguunurens" ,"st" : "Orxaouen"},
{"imp":3,"dat":"19.04.2012 10:23:08.635","adr":"#1C20:1:1","n":"emo BJI 220 kB Bop B-
220", "t": "Brxmwuarens ", "st " : "Braouen" },
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{"imp":0,"dat":"19.04.2012 10:23:12.450","adr":"#1C20:1:4","n":",Jemo BJI 220 kB Bop OP-
220", "t": "Pasveguunurens" ,"st" : "BrioueH" }

1}

3.5 bazsa gaHHbIX TenemMeTpun

3anpocbl K 6ase [AaHHbIX MO3BOMISOT OCYLWECTBMATb HaBuraumiw no Aepesy
TenemeTpun. HaBuraumsa TpexypoBHeBas: Bblbopka KaHanos, Bblbopka KI1 BHyTpu
3aZlaHHOro KaHana, Bbibopka 06bekToB BHYTpu KIT.

Kaxxablh ypoBeHb MMeeT CBOW CTPYKTYpy 3anpoca. [anee B AOKYMeHTe npuBeneHO
noapobHoe onncaHue n NpMMepsbl 4719 BCEX YPOBHEN.

dopmaT oOTBETa LWJ/3a He 3aBUCUT OT TOro, KakoM YypOBEHb 3/1eMEHTOB 6bIn
3anpoweH. KpoMe cnucka 3/1eMeHTOB, BKJ/K4Yalowero B cebs MHOEKC M HauMeHOoBaHue
KaXaoro W3 3/1EeMEHTOB, B OTBETEe BbIBOAUTCSA oblee KONMYECTBO 3/IEMEHTOB, @ TaKXe
MHAEKC nocgneaHero aneMeHTa.

{
"total'":<O6meeKosmyecTBO>,
"lastId":<WrpmekcllocienHeroSjgemMeHTa>,

"items'": [
{"n":"UmsaBaemenTa:", "id" : MHgekcOinemMeHTa },
{"n":"UmsaBaemeHTaz", "id": MHoexkcSBiaemeHTAaz},

e/
{"n":" MMmabraemenTan","id": MHmexcSOieMeHTan}

]
}

3.5.1 Boibopka kKaHanos

[ns 3anpoca cnmcka KaHanoB cneayeT BOCMO/b30BaTbCA cAeaylouen KoMaHaom:
{"query": "tms-ch"}
MpnMep oTBeTa WNO3a:

{
"total'":6,
"lastIid":24,
"items": [

{"n":"BayrpeHamue paxHHee',"id":0},
{"n":"Jemo OPY 220 B","id":20},
{"n":"IJemo OPY 110 xB","id":21},

{"n":"IJlemo KPYH 6 xB","id":22},
{"n":"Temo IOCH 0,4 xB","id":23},
{"n":"Iemo cayx. wuH).","id":24}

3.5.2 Boibopka KIT

B 3anpoce cnucka KIl nobasnseTcsa nHaekc poANTENBCKOIo KaHana:

{"query": "tms-rtu", "ch": <kazHajs>}
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Hanpumep, 3anpoc cnucka Kl kaHana 20:
{"query": "tms-rtu", "ch": 20}
BO3MOXHbIN OTBET W/It03a:

{

"total'":8,
"lastId":8,
"items": [

{"n":"BJl 220 kB Bop - Zemo","id":1},
{"n":"OB 220 xB","id":2},
{"n":"AT-1 220 xB","id":3},
{"n":"BJI 220 kB AHHa - Jemo","id":4},
{"n":"AT-2 220 xB","id":5},
{"n":"TH-1 220 xB","id":6},
{"n":"TH-2 220 xB","id":7},
{"n":"TH OoCml 220 xB","id":8}

]

}

3.5.3 Buibopka 06bekToB

Ona 3anpoca cnucka o06bekToB (CUrHanoB, W3MEPEHUA WU UHTErpasnbHbIX
n3MmepeHunin) TpebyeTtcs ykasbiBaTb MHAEKCHI KaHana u KIl.

OnuMoHanbHO MOXHO TaKXe yKa3aTb HayalbHbli MHAEKC 0bbekTa, B 3TOM cnydae
06beKkTbl C MHAEKCAMU HMXKEe He nosBATCS B Bblbopke. Heob6xoaMMOCTb Takoro napameTtpa
Bbl3BaHa OrpaHuMyeHmeM pasMmepa BblOOpKM — B OAHOM KOMaHAE MOXHO 3anpocuTb He bonee
255 ob6bekTOB.

Torpa ong TOro, YTobbl rapaHTUPOBAHHO MONYYUTb BECb CMUCOK, CrieAyeT 3anpocuTb
CnNMcok 6e3 HavanbHOro WHAEKCa, 3aTeM C MOMOLWbI0 3HayeHun obwero konuvyectsa
06beKkTOB M NocnegHero nHAekca 3anpoca chopMUpPOBaATL U BbINOJIHUTL AOMNOHUTENbHbIE
3anpocsl.

TekcT 3anpoca BbIrnaauT cneayowmm obpasom:

{"query": "tms-<Twur>", "ch": <Kawmamn>, "rtu": <Km>, "from": <HavaJjbHBIIVHOEKC>}

rae Tvn:

ts — Ana curHanos;

ti — ana namepeHun;

tii — Ana uHTerpanbHbIX U3MEPEHUNA.

Hanpumep, 4Tobbl 3anpocuTb CUrHanbl KaHana 20, KN 2 MCNONb3yeTcs cleayrowas
KoMaHAaa:

{"query": "tms-ts", "ch'": 20, "rtu": 2}

Toraa oTBeT WJi03a MOXET BbIMMAAeTb Tak:
{

"total":7,
"lastIid":7,
"items": [
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"n":"Jemo OB 220 kB B-220","id":1},
{"n":"Ilemo OB 220 kB 1imp-220","id":2},
{"n":"Ilemo OB 220 kB 2Ip-220","id":3},
{"n":"IJemo OB 220 xB OP-220","id":4},
"mn":"Jemo OB 220 kB 3H 1mP-220","id":5},
n":"Jemo OB 220 kB 3H 20P-220","id":6},
{"n":"IJemo OB 220 xB 3H OP-220","id":7}

]
}

ONs TeKyWwnx M MHTerpasibHbiX U3MEPEHUN B OTBETEe AOMNOJSIHUTESIbHO MPUCYTCTBYET
eAnHuLa n3MepeHus, B cBomctee “u”.

MpuMep 3anpoca un OTBeTa MHTerpasibHblX maMmepeHums kaHan 0, KM 1, HaumHada C
n3mepeHuns ¢ nHgekcom 200.

{"query": "tms-tii", "ch'": 0, "rtu": 1, "from": 200}
{
"total":8,
"lastId":204,

"items": [
{"n":"Queprusa A+","id":201,"u":"BT*u"},
{"n":"3SHeprusa A-","id":202,"u":"Br*u"},
{"n":"Sueprusa Q+","id":203,"u":"Br*u"},
{"n":"QSHeprma Q-","id":204,"u":"Br*u"}

]
}

3.6 KoMaHAabl BO34ENCTBUSA HA AAHHbIE

PsA 3anpocoB MNO3BOASAKT BbIMNOMHATL KOMaHAbl, BO3AEWCTBYKOLWME Ha JAaHHble
cepBepa: yCTaHaBNMBaTb COCTOSAHUS CUMHANI0B, 3HAYEHUSA U3SMEPEHUNI U T.N.

Ans obecneyeHns 6e30MacHOCTU AaHHbIX BCe KOMaHAbl OT/MYaeT HeobXoAMMOCTb
aBTOpM3auMn B 3anpoce. B cBS3M C 3TMM py4dyHOE BbIMOJSIHEHWE 3anpocoB C KOMaHAaMu
ABNSETCS KpaliHe 3aTPyAHUTENbHbLIM U TpebyeT aBToOMaTU3auMM Ha NMPOrpaMMHOM YPOBHE.

Ha cTtopoHe wnto3a 3a4aeTcs TEKCTOBbIM KU, KOTOPbIN nNpeactaBnsietr cobon aHanor
napons (3agaHue KaK4da onucaHo B pasgene 2.1 gokyMeHTa). KnmeHT, ocywecTBASOWUN
3anpoc, AO/MKEH 3HaTb AAHHbIN KAKY WU NPUMEHUTb ero npu co3gaHuu 3awndpoBaHHOMO
X3W-KoAa, KOTOpbIM N NepefaeTcs W3y npu 3anpoce.

CTpyKTypa 3anpoca KoOMaHAbl BbIrNS4AUT cneayrowmm obpasom:

{

"query": "...",
L4
"hash": "<XsmKon>",
"timestamp": <BpemeHHasMeTka>

}
roe
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— BpemeHHas MeTka - Unix-BpeMsi TeKylero MOMeHTa C OT/IM4YneM B TOM, 4YTO B
3HAYeHMe BKJIHOYEHbI MWINUCEKYHAbI. ECnyM nporpaMMHO HEBO3MOXHO MOJYy4YUTb
HaCTOJ/IbKO TOYHOE 3HayeHue, cnenyet B34aTb Unix-BpeMs C TOYHOCTbIO A0 CEeKYHZAbI
n nobaBuTb NPOU3BOJIbHbIE TpU UUPPbI MUancekyHa. ObpaTtute BHUMaHWe, 4TO
npu pacyeTe BpPeMEHHOM METKM He HYXHO Y4YWUTbiBaTb 4aCOBOW MOSC, cneayet
yKa3biBaTb Bpema UTC.

— Xow-Kkoa - 3awmndpoBaHHasa CTpoka, N03BoAWas aBTOpNU30BaTb KAMEHTa.

Xaw-kog hopMUpyeTCcsl N3 CTPOKKU cneayrowero snaa:

I'TP-gate@Knou@BpemeHHassMeTka !

Knou, Kak yKa3aHo Bbllle, 33[43aeTCA B HAaCTPOMKax LWIto3a.

LWndpoBaHne BbINOAHSAETCA C nomouwbko anroputma SHA-256 (MHMOpMaUUIo MOXHO
HanTu B cetun NHTepHeT, HanpuMep, http://ru.wikipedia.org/wiki/SHA-256).

Mpn knoye-napone "1234" w©n BpeMeHHOM MeTKe B  MOMEHT OTNpaBKu
"1360920815204" gonxkHa 6bITb ChopMMpoBaHa CTpoKa:

!TP-gate@1234@1360920815204!

npu WNUdpPoBaAHUN KOTOPOM MOSTYUYUTCSA Cneayowmin Xaw:

db8a7ccd44c369cbcdae’bfb2d2c357eb8e3790b14ab417d20fcc004470543e7

Toraa 3anpoc 6yaeT UMeTb creayrowmin BUA:
{

n ”n

"query": "...",

"hash": "d58a7ccd44c369cécdae’/btb2d2c357eb8e3790b14ab417d20fcc004470543e7",
"timestamp'": 1360920815204

J
3.6.1 YcTaHOBKA COCTOSAHMA CUrHanNa

B 3anpoce yCTaHOBKW COCTOSIHUSI CUrHana WCnonb3yeTcs KoMaHaa "set-ts", aapec
N3MepeHns ykasaH B kntode "ts", 3HaueHne - B kode "value".

3Ha4vyeHne MoxeT 6biTb 0 nnn 1.

NMpuMep KOpPEKTHOM YCTaHOBKK COCTOSAHMSA 1 curHana ¢ agpecom 0:10:100:

{
"query": "set-ts'",
"ts": "0:10:100",
"value": 1,
"hash": "d6f66188167a7b97939400817bea6bdad8e45c26893ael6d564bc329c7bd32582",
"timestamp": 1360918299956

}
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3.6.2 lNepeknyeHne CoOCToSAHUS CUrHana

AN nepeknoyeHns TeKywero coCcTosHus curHana (6e3 HeobxoAMMOCTM yKasaHus
HOBOro COCTOSIHUSA) criedyeT yKasaTb B 3anpoce koMaHay "switch-ts" n agpec curHana B
Knoye "ts".

MpuMep KOPPEKTHOro 3anpoca nepekstoyeHns curHana ¢ agpecom 0:100:1:

{
"query": "switch-ts",
"ts": "0:100:1",
"hash": "b2c0abdf5867d4850969379549790b09dce60431cablff5e06b8e71bldel6634",
"timestamp": 1360917842993
}

3.6.3 KButnpoBaHune curHana

KButupoBaHue CUrHana aHaJIormM4yHo nepekn4yeHns COCTOAHNA, TOJIbKO
ncnonb3lyeTcs komaHaa "ack-ts".

MpMep KOPPEKTHOro 3anpoca KBUTUPOBAHUSA CUrHana c agpecom 1:2:3:

{

"query": "ack-ts",
"ts": "1:2:3",
"hash": "8c602d5dc63b0b936308c9fel8343e8f4ed51172275909b8b56959b5b30£fe59£",
"timestamp": 1360918227280
}

3.6.4 YcTaHoBKa 3HAa4YeHNA U3MepeHuns

YCTaHOBKa U3MEpeHUs aHaNorMyHa yCTaHOBKE CUrHana: MUCrnonb3yeTca komaHaa "set-
ti", agpec naMepeHusa ykasaH B kntoye "ti", 3HaveHne - B ktode "value".
3HayeHne ob6sa3aTenbHO AOMKHO 6biTb NM60 uenbiM  ymcnoMm, nAnMb6O 4UUCNOM C
nsaBaroLLen TOYKOM (CMMBOJIOM pasaenutens pa3psaaoB SBASETCS TOYKa).
NMpuMep KOppPEeKTHOro 3amnpoca YCTaHOBKM 3HayeHus "-13,7" namepeHuio ¢ agpecom
0:2:6:
{

"query": "set-ti",
"ti". "0.2-6"
: :2:6",
"value": -13.7,

"hash": "e87a044c594f6c85c9ed30b0ce3bd0c4710dbb93cdda’70388fe25092894c9b25",
"timestamp": 1360918411856
}

3.6.5 TeneynpasneHue

3anpoc TeneynpaBneHWUsl aHanornyeH yCTaHOBKE CUrHasa: WCNoJb3yeTcs KOoMaHAa
"telecontrol", agpec naMepeHunsa ykasaH B kitode "ts", komaHga TY - B kitode "value".
Aonyctumble koMaHabl — 0 (OTKAKOUUTL) U 1 (BKAKOUUTD).
Mpumep KOppeKTHOW KOMaHAabl TY BKAOUYMUTL CMrHana c agpecom 0:10:100:
{

"query": "telecontrol",
"ts": "0:10:100",
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"value": 1,
"hash": "d6f66188167a7b97939400817beaédad8ed45c26893ael6d564bc329c7bd32582",
"timestamp": 1360918299956
}

ObpatTute BHUMaHWE, pa3spelleHne TeneynpasfieHUs BbIMOSHAETCA C  MOMOLLbIO
apryMmeHTa 3anycka nporpammbl (/tu=1).

Ona obecnedeHna 6e30NaCHOCTM HACTOATENIbHO pPEKOMeHAYeTCs  MCMoSib30BaTb
aBTopu3aumto nonb3osatenen (/auth=1) m npotokon SSL ansg wundpoBaHUa [aHHbIX
(/httpsport u /sslcert).

3.7 [aHHble uMNynbCc-apXxmBa

CyuwecTtByeT BO3MOXXHOCTb 3aNpoCuUTb AaHHble U3 UMMYbC-apXMBa cepBepa.

3anpoc MMeeT C/ieayoLLyo CTPYKTYpY:
{

"query": "imp-arch"”,
"start": '"<BpemsHauama>",
"end": '"<BpewmsKoxna>",
mgim.["IpD1","ID2",". .. ", "ID5"]

}

TekCT 3anpoca aHanormyeH 3arnpocy MNpoOCTOM peTpoCrneKTUBbI U3MEPEHUN cepBepa
«OUK Oucnetuep HT», onmncaHHoMy B pasgene 3.3. Tam Xxe npuBeaeH dopMaT BpeEMEHMU
Ha4yasa M KoHUua peTpoCneKTUBbI.

OcHOBHOE OT/IMYMe 3anpocoB — OTCYTCTBME BpeMeHu wara B 3anpoce. Lar éyager
onpeneneH NporpaMMor aBToMaTU4YecKu.

[JONONHUTENbHO eCTb BO3MOXHOCTb BblbpaTb peXxuM BbIGOpKM peTpocnekTusbl. 1o
ymonuyaHuto 6yayt B3ATble cpeaHMe 3HadveHus 3a nepuon (cpes). [lyteM 3agaHus
ONuUMOHaNbHbIX NAapaMeTPOB B Tesie 3anpoca MOXHO yKa3aTb APYryto BblOOpKY.

— Vinstant”: 1
[daHHble 6yayT B3ATbl U3 MITHOBEHHbIX 3Ha4YeHUN (MOCTYNUBLLUNX B pEXUME peanibHOro
BpPEMEHM).

— “minmax”: 1
[aHHble 6yayT B3STbl U3 CpeaAHUX 3HAYEHUW, HO AONOJSIHUTENIbHO ByAeT yKa3blBaTbCs
MUHMMaNbHOE N MaKCUMasibHOE 3HavyeHue 3a nepuoj (cpes).

Teno oTBeTa LWJ/O3a COCTOUT M3 CMUCKA 3HAYEHUN ANS KaXAOro M3 3anpoLlleHHbIX
U3MEpPEeHUN, KaXAOMy 3Ha4YeHW COOTBETCTBYET MeTKa BpeMeHu. MeTka BpeMeHwu
npeactasnaet cobon UNIX-BpeMsa (KOMMYECTBO CeKyHA € nonyHoun 1 guBaps 1970 roapa),
YMHOXEHHOE Ha TbICAYY, K KOTOpoMy 6yayT Aob6aBneHbl MUNNCEKYHAbI.

[

"v'":"3pau;","t" :Bpems:},
v

{
{"v":"3HauL", "t":BpeMH2} 7

-7
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{"v":"Buaun","t":Bpemsan}

1

B cnyyae 3anpoca cpeaHuxX 3HAYeHUW C yYEeTOM MUHUMAasIbHbIX U MakCUMasbHbIX 3a
nepwoa, B otBete 6yayT NpUCYTCTBOBaTb BCE 3HAYEHWS, NpPU 3TOM MUHUMANAbHOE 3HadeHue
6yaeTt xpaHnTbCAa B KAto4e “i”, MakcuManbHoe — B Kitoye “a”.

[
{"v":"3xau;","1i": "Muu3uau;: ", "a": "Makc3Hau; ", "t" :Bpems: },

-7

{"v":"3gaun","1": "Mur3Haun", "a'" : "Maxc3Haun", "t " : BpeMsn}

1

MpuMep 3anpoc peTpocCneKkTUBbl U3MepeHUs C agpecom 0:1:1 ¢ Havana CYyTOK A0
TeKywero MoMeHTa BpeMeHW, 3anpalnBardTca cpeaHne 3HayveHund 3a nepmos C yKasaHuem
MUHUMANbHbLIX 1 MAaKCUMalbHbIX 3HAYEHWUN:

{

"query": "imp-arch”,
"start": "T.T.T T:0",
"end": "T.T7.T T:T",
"ti":[("0:1:1"J],
"minmax": 1

}

{("ti": [

[
{"t":1458205170000,"v":"9463","1":"8875","a":"10801"},
{"t":1458205200000,"v":"9892","i":"9317","a":"10658"},
{"t":1458206010000,"v":"8788","1i":"8732","a":"8844"},
I
1}

3.8 TpeBoru

Moa TpeBoramMu NOHMMAKOTCA:
— B3BeaeHHble ATC;
— CHATble HEKBUTUpPOBaHHbIe AlC;
— TeNieusMepeHus, Bblllealmne 3a yCTaBKU;
— TesleCurHasnbl N TeniensMepeHns, yCTaHOBJ/IEHHbIE BPYYHYIO;
— TeslecurHanbl C OTKJIOHEHUAMW OT HOPMAJIbHOrO pexuma.

O6paTuTte BHMMaHMe, 3anpoc TpeBor AoCTyrneH ansa cepeepa «OUK Aucnetyep HT» C
[ATOM KOMMOHOBKM He paHee deBpansa 2012 roga. Ecnu wnto3 nogknodeH K cepeepy bonee
CTapow Bepcumn, To OTBET ByaeT coCcToATb U3 coobuweHnsa 06 OTCYTCTBUMU NOAAEPXKKN TPeBor.

3anpoc MMeEeT c/ieayoLLyo CTPYKTYpY:
{

"query": "alerts",
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"type'": "<®unprTp THIOB TpeBOI>"

}

®UNbTP TUNOB 3anNpPOLLEHHbIX TPeBOr — 6UTOBLIN. OnucaHue npueeaeHo B Tabnuue 6.

Tabnuua 6 — dnaru dunbTpa TUNOB TPEBOr

®nar OnwucaHue
1 | B3aBegeHHble ATNC (aBapuintHo-npeaynpeauTenbHble CUrHanbl)
TenensmepeHus, Bbilealne 3a yCTaBku
4 | CHATble HEKBUTUpPOBaHHbIe AlC
16 | TenecurHanbl, yCTaHOBSIEHHbIE BPY4YHYIO
32 | TenensMepeHusi, yCTaHOB/IEHHbIE BPYUYHYIO
64 | TenecurHanbl C OTKSIOHEHMEM OT HOPMAsIbHOIMo pexunMa

0 | Bce TpeBoru

Ang 3apaHua dunbTpa crnenyet BblbpaTb TpebyeMble darn U CNoXuUTb X, pe3ynbTaTt
cnoxeHus n éyanet TpebyemMbiM 3Ha4YEHNEM.

Hanpumep,
— (GUNbTP CUrHANOB U U3MEPEHWUIN, YCTAHOBNEHHbIX BPYYHYIO — 48 (16 + 32);
— ¢GunbTp B3BedeHHbIX AlMC, yCTaBOK, U CUrHasnoB C OTK/IOHEHMEM OT HOpMasibHOro
pexuma - 67 (1 + 2 + 64).

B cnyuae, korga mncnonb3oBaHue dunbTpa He TpebyeTcsi, MOXHO 3aaaTb 3HaveHue 0
MNM NPOCTO He yKasblBaTb K/OY puabTpa B 3anpoce.

OTBeT Ha 3anpoc byaeT coaepXaTb psf MMEHOBAHHbIX MACCMBOB, COOTBETCTBYHOLLUMX
TUNY TPEBOTWU:

{
"ts-aps": [...],

"ti-alarms": [...],
"ts-aps-unacked": [...],
"ts-manual": [...],
"ti-manual": [...],
"ts—-abnormal": [...]

}

CDOpMaT OTBETa AJ1A KaXA0ro Tuna TpeBOr onncaH ganee B JOKYMEHTE.

OTCcyTCTBME 3anpoLUEeHHOro Tuna TPeBOrM B OTBETE CBMAETENbCTBYeT 06 OTCYyTCTBUM
AAHHOW TpeBoru.

— B3BeaeHHbie AlNC
dopmMaT oTBETA:

"ts-aps'": [
{

"n":"<wammMeHoBaHme curHajaa>",

n n

v":"<cocrosHme 0 mmm 1>",
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HTTP-wnto3 «OUK Oucnetyep HT»

YpoBeHb BaXHOCTM CUrHasa COOTBETCTBYKT YPOBHAM cob6biTuin (CM.

OAHHOro AOKYMeEHTA):
0 — onepaTMBHOIo COCTOSAHUS;
1 - npepynpeauTenbHble 2;
2 - npepynpeaunTenbHble 1;

3 - aBapuMHble

"vc'":"<rexcT cocTOAHMA C_y4deToM kjacca>",

"a":"<ampec cwurHasa Ha cepsepe>",
"i":<ypOBE€HB BaxXHOCTbL CHUI'Haja>,
"t":"<ppemsa wusMmMeHeHus>",
"u":<@pmar HEeKBUTUPOBAHHOCTMI>
}/

{

by

1

dsiar HEKBUTUPOBAHHOCTU MOXET OTCYTCTBOBATb B TEKCTE OTBETA.

MpuMep oTBeTa WJIO3a C ABYMSA aKTUBHbIMU AlC:

"ts-aps'": [
{

"n":"JemO curHas BaxHOCTH OnepaTmBHOe cocrosgHue",

"V": "l ",
"vc™: "B3BENEH",
"am:r24:1:1",

"i ": 0,
"EM:109.04.2016 11:57:24.846"
'y
{

"i":l,

:"IlemMo cmrHaJl BaxHOCTE [IlpenynpenmurTejbHele 2",

"yreror,
"yc":"CHAT",
"g"."24:1:2",
"t":"09.04.2016 11:57:26.718",
"u":1
}

]

— TW, BblWeawne 3a ycTtaBku
dopmMaT oTBeTa:

"ti-alarms": [

{
"n'":"<HammMeHOBaHME wmsMepeHus>",
"y":"<spaveHme>",

"u'": "<engmHuiia msmepeHus>",
"a':"<ampec cwurHajia Ha cepsepe>",
"al":<HamMeHOBaHMUE yCTaBKuU>
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},
},
]
MpuMep oTBETA LWI03a C OAHOWN aKTUBHOWM YCTaBKOM:
"ti-alarms'":
[
{
"n":"Iemo BJI 220 kB Eop P",
"V": "35- 7",
"u": "MBT"/
"a": "20:1:1",
"al":"YcraBka mo MomHOoCcTM > 20.0 MBT"

}
I

— CH4aTble HekBUTMpPOBaHHbIe AlC
dopmMaT oTBeTa aHanormyeH e3segeHHbIM AlC:

"ts-aps-unacked'": [
{
"n'":"<HamMeHOBaHMEe curxHamna>",
"v":"<cocrosume 0 wmmm 1>",

"vc'":"<rexcT cocTOoAHMA C_ydeToM kjacca>",

"a':"<agpec cwurHana Ha cepsepe>",

"i":<ypOBE€HBE BaXHOCTb CHUI'Haua>,
"t":"<ppemsa nsMeHeHus>",
"u":<@rmar HEeKBUTUPOBAHHOCTMI>

}s

{
},
]
— TC, yCTaHOB/IEHHbIE BPYYHYIO
dopmMaTt oTBeTa:
"ts-manual'": [
{
"n'":"<HammMeHOBaHMEe curxHamna>",
"v":"<cocrosHme 0 mmm 1>",
"vc'":"<rTexcT coCcTOAHMA C_ydeToM kKjacca>",
"a':"<anpec cwurHamna Ha cepsepe>"
},
{
}y
]
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— TW, ycTaHOBNEHHbIE BPYYHYIO
dopmMart oTBETa:

"ti-manual": [

{
"n'":"<HammMeHOBaHME wusMepeHus>",
"v":"<spayeHme>",
"u'":"<engmHuiia msmepeHns>",
"a':"<anpec cwurHama Ha cepsepe>"
}s
{

by

— TC ¢ OTK/IOHEHMEM OT HOpPMaJIbHOro pexuma
dopmMaT oTBeTa:

"ts—-abnormal'": [
{

"n'":"<HamMeHOBaHMEe curxHamna>",
"v":"<cocrosume 0 wmmm 1>",
"vc'":"<rexcT cocTOoAHMA C_ydeToM kjacca>",
"a":"<ampec cwurHamna Ha cepsepe>"

Vs,

{

b,

]
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4 Pacwwupsatouwme pyHKUMOHAN cepBuUCHI

4.1 Beb-knneHTt «OUK Ancnetuep HT»

Beb-knnent «OUK [Oucnetyep HT» npeacrtaBnser cobon ynpoWEHHYH BEPCULID
KnneHta «OUK [Aucnetyep HT», He Tpebywlen yCTaHOBKW KakKoro-mbo nporpamMMHOro
obecneyeHnsa Ha paboune ctaHuUU.

NMporpamMmHoe obecneyeHne NO3BONSAET:

— Habnwpgatb onepaTuUBHblE CXeMbl C peajbHbIMKU 3HAYEHUSMU CUTFHANOB WU
N3MEpPEeHn;

— npocMaTpuBaTb apXxmB COObITUIA;

— npocMaTpuBaTb XypHan TpeBor (akTuBHble AlNC, B3BeAEHHbIE YCTaBKM U T.4.);

— npocMaTpuBaTb PETPOCMNEKTMBY NEPEKIIOYEHNIA CUTHANOB;

— npocMaTpuBaTb PETPOCMNEKTMUBY U3MEPEHUN (BKIKOYAS AAHHbIE UMMYNbC-apXMBa);

— npocMaTpuBaTb 6a3y AaHHbIX TEIEMETPUN CEPBEPA;

— BbINOJIHATL Teneynpas/ieHNE;

— YyCTaHaBAMBaTb BPY4YHYK COCTOSAHUS CUTHANOB;

— KBWUTWUpPOBATb U3MEHEHWE CUIHANOB;

— YyCTaHaBAMBaTb BPYYHY 3HAUYEHUS U3MEPEHWUI;

— paboTaTb Cc 6N1@aHKaMMN NepeKYEHNI C aBTOMAaTUYECKNUM CreXEeHWEM BbIMOSIHEHUS
TpebyeMbiX yCNOBUNA.

[deMoHCcTpaunoHHas Bepcua Beb-knueHTa AocTynHa AN npocMoTpa B ceTu UHTepHeT
no agpecy http://iface.ru:8080

CepBuc He BXoAUT B KoMmnnekT HTTP-wni3a, cKayMBaeTCss OTAEeNbHO Ha cauTte
npoussoauTens http://iface.ru

Ons paboTtbl cepBuca TpebyeTcsa co3aaTtb pabouyko nanky cepeBuca B NPOM3BOJSIbHOM
MecTe (ansoBON CUCTEMbI, YKas3aTb AAHHYK AMPEKTOPUIO B HACTpoMKkax wto3a (napameTtp
/webclient=..., cM. pa3sgen 2.1 aHHOro AOKyMeHTa) U ckonupoBaTb Tpebyemble dannbl n3
apxmBa nocraBkun Beb-KnueHTa.

MoapobHoe pyKoBOACTBO MO HACTPOMKE U UCMoNb3oBaHUO Beb-KnneHTta npmueeaeHo B
AokyMmeHTe «Beb-knneHT «OUK Aucnetyep HT» — MHCTPYKUUSA NO UCMOSIb30BaHMIO».
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5 lNpnMedyaHna No NCNoNb30BaHUIO LWJIO3a B
OC Linux

[loctynHa Bepcusa wnto3a ansd pabotel B OC cemencrea Linux x86-64.
KoppekTHasa paboTa wio3a NnpoBepeHa B Cneayowmnx cMcteMax:

— AnbT JlInnykc KDesktop 7.0.5;

— Ubuntu Server 16.04.1;

— Debian 8.7.1.

Onctpnbytne Bepcmm noa Linux He BXOAUT B OCHOBHOM KOMMNEKT NocTaBku HTTP-
LWN03a, CKauMBaEeTCs OTAENbHO C carTa npoussoauTensa http://iface.ru — OikHttpGate.tar.gz

MNMocne ckauymBaHusa TpebyeTcs pacnakoBaTb apxuB, TUMNOBasi KOMaHAa:

tar —zxvf OikHttpGate.tar.gz

Tpebyetca ybeantbcs, 4TO Yy mucnonHsemoro danna OikHttpGate ectb TpebyeMbie
npaBa AOCTyna Ans 3anycka, HanpuMmep:

chmod 744 OikHttpGate

Mocne aToro nporpamMMma Bbi3blBaeTcs C TpebyembiMM aprymeHTamum (OMMCaHHbIMU B
pasgene 2.1 AaHHOro AOKYMeHTa), Hanpumep:

./OikHttpGate /server=10.0.0.1 /tms=TMS /user=gate /password=gatepwd

5.1 OcobeHHOCTM coeamnHeHns c cepsepoM «OUNK
Avcnetyep HT»

— HTTP-wno3 MoxeT pabotate ¢ CepsepoM «OUK Aucnetyep HT» He 3aBUCUMO OT
Toro, Ha kakon OC yctaHoBneH Cepsep;

— paboTaet ToNbKO Npsimoe TCP-coeamHeHne (MMeHOBaHHbIe KaHabl He paboTaloT), B
KauyecTBe MMeHU cepBepa Yka3sbiBaeTcs IP-agpec, Hanpumep:

/server=10.0.0.1

— obg3aTenbHo YKa3aHne MMEeHU nonb30BaTeNA U Napona And COeEANHEHUA!
/user=...

/password=. ..

5.2 bubnunotekn, tpebyembie ana paboTbl WIO3a

— libssl (06bI4HO nakerT libssl);
— libcrypto (06bi4HO nakert libssl-dev).

B cny4yae nosiBneHuns cneayouwen ownbkn npu 3anycke:

Error while loading shared libraries: libcrypto.so.10: cannot open shared object file
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cneayeT HaAWTU YCTaAHOBMEHHYIO Bepcun 6MbAMoTeKM N Co34aTb CCbIJIKY Ha Heé.

O6blyHO 6MbIMOTEKA HAaXOAUTCS B OA4HOM U3 ABYX KaTasioros:
/1ib/x86 64-linux-gnu/
/usr/1lib/x86 64-linux-gnu/
[ns aBTOMaTM4eCKOoro nonucka MOXHO BOCMNO/1b30BaTbCA KOMAHAOMN:
find . —-iname “libcrypto.so*”

find . —iname “libssl.so*”

Mocne o6HapyXeHua cneayeT MNepenTM B JaHHbIA KaTanor M co3aaTbh CCbIIKY,
Hanpumep, Tak:

cd /1ib/x86 64-1inux-gnu
sudo In -s libcrypto.so.1.0.0 libcrypto.so.10

sudo 1n -s 1libssl.so.1.0.0 1libssl.so.10

5.3 Bo3MoXxHble npobnemMbl N nX pelueHuns

B cnyuyae npobnem c oTo6paxKeHMeM KUpUAAULbI MPU NPOCMOTPE AaHHbIX cneayet
ybeauTbCcs, UYTO KOPPEKTHO YCTAHOBMEH CUCTEMHbIA A3blK. [ npocMoTpa cneayet
BOCMNONb30BaTbCSl KOMaHAOM:

env
3HayeHmne CUCTEMHOIo A3bliKa A0JIKHO BbIMMSAETh TaK:

LANG=ru RU.UTF-8

Ecnu npu nonbiTke 06palleHuns K W3y C APYroro KOMMbOTEpPa HE YCTaHaBIMBAETCS
coeANHEHNE, BO3MOXHO Ha CTOpPOHE LWJ3a HE OTKPbIT HACTPOEHHbIN ANna  paboThl

HTTP/HTTPS nopT. Tunosas koMaHAa ANns OTKPbITUS nopTa:
iptables —-A INPUT -p tcp —-dport <HOMep nopTa> —j ACCEPT
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6 CBeaeHnsa o6 Ncnonb30BaHHbIX CTOPOHHUX
onbnmnortekax

— ¢JSON - https://github.com/DaveGamble/cJSON
Copyright (c) 2009 Dave Gamble

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

— tinydir - https://github.com/cxong/tinydir
Copyright (c) 2013-2016, tinydir authors:
- Cong Xu
- Lautis Sun
- Baudouin Feildel
- Andargor <andargor@yahoo.com>
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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— civetweb

Copyright (c) 2013-2017 the Civetweb developers
Copyright (c) 2004-2013 Sergey Lyubka

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

— OpenSSL

Copyright (c) 1998-2016 The OpenSSL Project. All rights reserved.
Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"
4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.
5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.
6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"
THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT * "AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
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HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).
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